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Public health challenges

Surveillance
Clinical data are fragmented over sites of care and 
over time—NEED integration

Communication
Few channels of communication between public health 
and individuals
Surveillance and action are often disconnected
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ONC-funded interregional architecture
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Indiana screenshot and photo here.
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Our “Watson, come here I need you”

moment
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Challenges

Bias
For surveillance or communication, want a large and 
comprehensive denominator

Participation—danger of opt out if
Concerns over privacy
Lack of control
Lack of trust
April 2006 ACLU letter to Congress

De-identification of data is limiting
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PrivacyIn this week’s NEJM
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Re-identified

Brownstein, Cassa, Mandl. NEJM 2006
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Even in a RHIO enabled world

The PCHR opens a special channel additional channel 
of communication with the patient, enabling 

Surveillance (disease, BRFS)
EHR data plus survey

Tailored and targeted decision support
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BMJ

A PCHR stored all of an individual’s medical 
history in a container with:

patient control
interoperability
open standards
rules to protect patients
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Patient role

Patients can 
access the record
grant access to others

specific to their role
of selected portions of the record

store their record in a location of their choice
annotate in the record (but not delete)
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Personal NHIN gateway via PCHR service

A patient confirms identity 
and creates record at a 
PCHR Service Center

The PCHR is another data 
source found by the RLS
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“De-identified data”
Mandatory reporting in public health 
Surveillance

Sweeney 87% rule-
don’t we want to 

go beyond 
aggregated counts?

Bidirectional 
between institution 
and public healthPublic acceptance 

and the danger of 
opt out (or failure to 

opt in)
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The main reason not to subscribe to the Aristotelian 
model is because you do NOT believe that patients 
should control all information flow.
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Personal NHIN gateway PCHR Service

Identity management—by PCHR service
Patient information access—via PCHR website
Data aggregation—by coordinating entity

Score:

1. Personal control 
2. Public Health/research 

3. Completeness

Dependent on rate of 
SNO development

Would be 
3 except 

for opt out
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PCHR-centric (Aristotelian)

Identity management—by PCHR service
Patient information access—via PCHR website
Data aggregation—by PCHR service

Score:

1. Personal control 
2. Public Health/research 

3. Completeness

It may be much 
faster to hook up 
individuals to their 

CDOs than to 
convince CDO’s to 

share data in a SNO

Here non 
participation is a 

factor
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Will all hospitals share 
information in a RHIO? 

The jury is out.
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Potential RHIO pitfall: 
hospitals do not have a history 

of sharing information

H1 H2 H3x x
Proprietary
Perceived competition
Privacy
Health Insurance Portability and Accountability Act
No dedicated resources to do so
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The patient has rights to request the record

H1 H2 H3x x

May I please have my record?
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Currently . . .  

H1 H2 H3x x
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What if we gave patients a tool to request their 
records electronically?

H1 H2 H3x x

Indivo Server
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And create a personal health record

H1 H2 H3x x

Indivo Server
Comprehensive record
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The collection of these records is the population 
health database  

H1 H2 H3x x

Indivo Records Indivo Server
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Rely on individual rights

Confront privacy head on by exercising individual 
rights to information
The patient is the integrator of his/her own 
medical record
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Main technical goals

Enable a single point of access for patients to their 
PCHR, effectively making a virtual medical home

Allow patients to control data flows through a RHIO

Establish a line of communication with patients



PHIConnect CDC Center of Excellence in 
Public Health Informatics

PCHR

Creates an integrated record
Defacto virtual medical home
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Communication
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